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Cybersecurity and Enterprise Resilience

 

  Upcoming Sessions

23-27 Sep 2024 Dubai - UAE $5,950

28 Oct-01 Nov 2024 Dubai - UAE $5,950

14-18 Apr 2025 Dubai - UAE $5,950

07-11 Jul 2025 Dubai - UAE $5,950

27-31 Oct 2025 Dubai - UAE $5,950

 
  Training Details

Training Course Overview

This course aims to equip professionals in modern public and private organizations with
essential knowledge of cybersecurity threats, their impacts, and effective response strategies
from various organizational viewpoints. It is designed for employees, operational managers,
and strategic leaders to collaborate effectively with IT departments and cybersecurity experts
in safeguarding business systems and data.

This training course will feature:

Increase awareness of the current state of cyber threats and their implications
Understand various types of systems security threats
A framework to develop a strategy to response to security threats
Legislation, polices and regulatory frameworks relevant to systems security and data
privacy
Understand emerging technologies implications on social, organizational and technical
systems

Training Course Objectives

By the end of this training course, participants will be able to:  

Identify and understand different types of cyber security threats
Plan to respond to these threats
Start designing for security when thinking about IT systems and data
Apply good practices in planning for systems security and threats handling
Increase the awareness of legal and regulatory frameworks relevant to data and systems
use

Designed For

This Anderson training course is suitable to a wide range of professionals but will
greatly benefit:

Business departments and unites managers in private and public organizations
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Professional users of IT systems
IT developers
Digital business strategic managers
Digital entrepreneurs

 
  Training Details

The Course Content

Introduction to Cyber Security in contemporary organisations
Who wants to compromise information? How do they do it?
Cyber security and Enterprise Resilience
How can we begin to analyze how an enterprise works with IT?
Security risks and assessments for BYOD
State of the art security and protection
Data (small/big) protection
Overview of business perspective and motivations
Corporate responsibility, risk, compliance, legal issues
End users and managerial perspectives on Cyber Security
Managerial and strategic issues for enterprise resilience 
Threats, impacts, assessment framework and mitigation
Cyber risk management
Legislations, policies and standards for information security and protection
National and European legal frameworks and regulation. Industry standards, accreditation
and training
Security for Critical Infrastructure
IT governance and standards
Autonomous systems security and safety
Use cases from public and private sectors 
Emerging technologies (Blockchain, IoTs and AI) opportunities & vulnerabilities
Scenarios planning/analysis for four different Cyber Security challenges
Design for systems and data security

 
  The Certificate

Anderson Certificate of Completion will be provided to delegates who attend and complete
the course

 
  
  

     INFO & IN-HOUSE SOLUTION

     For more information about this course, call or email us at:

   Call us: +971 4 365 8363

   Email: info@anderson.ae

    Request for a Tailor-made training and educational experience for your organization now:

   Email: inhouse@anderson.ae
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P.O Box 74589, Dubai, United Arab Emirates
Web: www.anderson.ae
Email: info@anderson.ae
Phone: +971 4 365 8363
Fax: +971 4 360 4759

  ©2024. Material published by Anderson
shown here is copyrighted.
All rights reserved. Any unauthorized
copying, distribution, use, dissemination,
downloading, storing (in any medium),
transmission, reproduction or reliance in
whole or any part of this course outline is
prohibited and will constitute an
infringement of copyright.
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